ABSTRACT Since the Internet of Things (IoT) applications today employ many different sensors to provide information, a large number of the Bluetooth low energy (BLE) devices will be developed as part of the IoT systems. The low-power and low-cost requirements of all BLE nodes are among the most challenging issues when supporting the neighbor discovery process (NDP) for such a large number of devices. Since the parameter settings are essential to achieve the required performance for the NDP, a parameter configuration method for neighbor discovery in BLE can be beneficial for determining some critical parameter metrics, such as the AdvInterval, ScanInterval, and ScanWindow. In this paper, we propose a parameter configuration scheme to balance the tradeoff between discovery latency and energy consumption. In the proposed scheme, the neighbor discovery latency and average energy consumption are expressed based on the Chinese Remainder Theory (CRT). With the expected primary performance, the parameters are configured accordingly using the parameter configuration algorithm. The experimental results show that the performance of the neighbor discovery varies with the parameter settings. Furthermore, two typical IoT applications are assessed in this paper. Compared with the simulation results, the proposed parameter configuration scheme can achieve high accuracy.
the Internet Engineering Task Force (IETF) have made efforts to improve the communication between devices via a mesh network. The devices in the BLE mesh network can transfer BLE data in a connectable state using a routing algorithm, which has attracted increasing attention in academic and industries. Unlike the classic Bluetooth protocol, BLE featuring short-range and low-power is designed for power constrained wireless communication, especially for the Internet of Things (IoT).
BLE technology provides low-power solution, that can support diverse power constrained IoT applications such as health care, sports, fitness, smart homes, and so on [3] . Wireless sensor networks, as a significant part of the IoT architecture, consists of a finite number of sensor nodes (slavers) that are controlled by a special purpose node (master) by employing BLE protocols. As an ideal choice for a large scope of sensor-products, BLE provides two communication modes, connected communication and non-connected communication [1] . Non-connected communication is designed for generic broadcasting tasks, such as the transmission of small and frequency bit data using advertising channels. Nonconnected communication has been widely developed for proximity marketing, indoor navigation, hyperlocal check-in and asset tracking [4] . Meanwhile, for the BLE network, nonconnected communication is mainly used to discover devices for connection, which is also called neighbor discovery. The neighbor discover process (NDP) is the first step for devices to establish a link; then, devices can exchange data over the link in the connected communication mode.
The primarily energy efficiency, scalability, reliability, robustness, etc. are performance that are addressed when designing IoT applications [5] . BLE NDP, as the first step for two devices to make a connection is desired to be fast and reliable. Since BLE technology is designed for various IoT applications, BLE core specifications provide a wide range of parameter options that support neighbor discovery and allow us to adjust them to achieve the excepted performance. A device performs neighbor discovery to be aware of the presence of the network and to be able to join the network [6] . If the discovery procedure fails, the advertiser and the initiator will repeat the advertising and scanning operations until they meet each other, which may result in significant energy consumption.
According to the recent research, there is a consensus that the parameter settings have significant impacts on the performance of NDP. Furthermore, although the flexible BLE parameter can be set in an acceptable range to support various IoT applications, it is not easy to balance the two most important performance metrics, the energy consumption and the discovery latency. Many researchers did much work on the performance analysis of BLE NDP, while there is less research on the parameter configuration in the BLE NDP.
Although it is important to understand the impact of the parameter configuration, it is not simple for a BLE network. Even though such asynchronous, periodic interval (PI)-based protocol are widely used in billions of BLE devices, their behavior currently cannot be fully analyzed [7] . One of the key reasons is that due to the large range of the parameters, it is almost impossible to determine them through observations or experiments over the whole range of the parameters, let alone the combination of different parameters. For the same reason, simulations are also computationally very complex. As a result, modeling the BLE NDP to analyze the performance and presenting a parameter configuration method are essential for IoT applications.
According to the requirement, establishing suitable parameter setting can result in a fast and energy-efficient NDP. This motivates our study on optimizing the BLE NDP parameter setting to achieve the expected tradeoff.
This paper proposes an NDP parameter configuration scheme in BLE networks to achieve the required performance for IoT applications. The main contributions of this paper are listed as follows:
• By observing the fact that the discovery latency and energy consumption have a strong relationship with the NDP parameter settings, we proposed a NDP model based on the CRT. In the model, we mathematically mapped the critical parameters to the CRT.
• Since the advertisers are usually the power sensitive devices in BLE applications, we introduced expressions of the discovery latency and the average energy consumption of the advertisers during the NDP using significant parameters based on the proposed model.
• In order to meet the requirements of various IoT applications, we designed a parameter configuration scheme to balance the discovery latency and energy consumption during the NDP. With the experimental results, it is validated that the scheme is suitable to be utilized for designing IoT applications with specific performance requirements. The remainder of the paper is organized as follows. Section II briefly reviews the related work on the performance analysis of neighbor discovery in BLE networks. In Section III, we introduce the basic neighbor discovery process that is specified in BLE 4.2 [8] and present a BLE NDP model based on the CRT. With the model, a parameter configuration scheme for the BLE NDP is proposed. The experimental results from the mathematical model are presented and discussed in Section IV. In Section V, two typical IoT application use cases are provided and applied to validate the parameter configuration scheme that is proposed in this paper. Finally, the paper concludes with Section VI.
II. RELATED WORK
Recognizing the importance of the parameter settings for the BLE NDP, many performance analysis models have been proposed to tackle the problems. The key issue is that most of the BLE devices are supposed to operate their radios at low duty cycles to maximize the lifetime, while being actively vigilant to detection or discovery [9] .
The BLE NDP featuring asynchronicity is a probabilistic protocol. As such, some analytical models based on probabilistic methods are proposed to optimize the NDP in BLE networks. Liu et al. [10] proposed a probabilistic model to determine the discovery latency. The simulation results showed the average latency performance with respect to the duty ratio. To achieve lower latency, Liu et al. [11] presented an adaptive discovery mechanism to learn the connection situation and adjust the parameter accordingly with multiple devices based on the performance analytical model in [10] .
In [12] , an analytical model was developed to investigate the discovery probability and quantitatively examine the influence of the parameter settings on the discovery latency and the energy performance metric of the NDP. Several results validated using simulation and theory, including the impact of the number of the advertisers. Kindt et al. [13] proposed a precise model to analyze the performance of all BLE operations, including the discovery process, connecting process, and connected process. The modeled results were compared with the measurement of the discovery latency, and the energy consumption was unable to be modeled due to the limitation. Considering the various scenarios, Liendo et al. [14] proposed an extension to the model in [13] to obtain a realistic result regarding the discovery latency of both the advertiser and scanner sides. Furthermore, in [15] , an efficient BLE neighbor discovery protocol was proposed to extend battery lifetime and guarantee an acceptable latency.
All the above models are based on the probabilistic methods, as shown in [13] ; however, the probabilistic method cannot model the peaks in advertising and scanning event, although these peaks are real and were captured in previous research [16] . Therefore, the probabilistic methods are limited in performance analysis, especially for the unusual situation during the NDP. Due to the modeling challenges, some researchers focused on the experimental methods [17] [18]; however, due to the wide parameter range, it is difficult to conduct a full experiment using all parameter settings.
Due to the impacts of the parameters on the performance of the NDP in BLE networks, some studies have studied the optimal methods after adjusting the parameters. CABLE was presented in literature [19] , which provided an optimal connection interval to minimize the energy consumption during the connectivity maintenance process based on the link condition. Shan et al. [20] proposed a method to minimize the discovery latency of all the advertisers around one scanner. The simulation results showed that the optimal advertisement interval for a given number of advertisers can reduce the energy consumption and accelerate the discovery process. In the literature [21] , sDiscovery was proposed, which recorded the identities of devices that were scanned during a scanWindow, shorted the scanWindow, and enlarged the scanInterval to save energy.
An analytical model was introduced in the literature [22] that use the CRT to achieve the best tradeoff between the discovery latency and the energy consumption. The paper suggested fixing the scanWindow and setting the advInterval to the scanWindow. However, more research is required on how to meet the requirements of various applications.
Enlightened by the CRT models and optimal methods, this paper addresses two issues: the performance expression and the parameter optimization. First, we express the discovery latency and energy consumption during the discovery process in BLE networks with essential parameters using the CRT. Then, we derive the parameter configuration method using a required primary parameter to achieve the expected performance in BLE network.
III. PROPOSED PARAMETER CONFIGURATION SCHEME FOR BLE NDP
In this section, we review the detail of the neighbor discovery process in BLE network relevant to the Bluetooth 4.2 core specification. We present a BLE NDP model to characterize the parameter settings based on the CRT. To achieve the tradeoff between latency and energy consumption, we express the performance metric during the discovery process as a function of advertisement interval, scanWindow and scanInterval. Then, an optimal parameter configuration scheme is proposed to meet the requirement of various applications.
A. NEIGHBOR DISCOVERY PROCESS IN BLE NETWORKS
For diverse IoT applications, a BLE network operates in three modes for different scenario as shown in Fig.1 . In the non-connected communication mode, advertisers periodically send advertising packets on primary channels (CH37, CH38, and CH39), and scanners that are within the discovery range scan for these packets. For the purpose of neighbor discovery, once scanners receive the advertising packets from the advertisers, it changes into the connection establishment mode. In this mode, the scanners change to be the initiators, and exchange handshaking packets with advertisers to establish a connection. Then, both devices go into the connected communication mode, where the master and slaves exchange data in a limited time period. Therefore, the neighbor discovery process includes two modes, the non-connected communication mode and the connection establishment mode, and it is the first step for devices to make a connection. The NDP will be detailed in the next section. Furthermore, since the scanner and the initiator work in the same way for the performance analysis, we do not make a distinguish between them in the rest of this paper. As shown in Fig.2 , BLE NDP has two typical events, the advertising event and the scanning event. AdvInterval T ADV denotes the interval time between the start of two consecutive advertising events, which is composed of a fixed interval ω AI and a pseudo-random delay µ [8] . In the advertising event, the advertiser broadcasts Adv_PDUs and listens for responses from the scanner in each of the advertising channels according to a predefined order. τ wa denotes the time that it takes for broadcasting and listening in each channel. A scanner is a device, that periodically scans and listens to advertising information from advertisers in scanning events. The interval time between the start of two scanning events is called the ScanInterval T SIN , and a fixed duration of length VOLUME 7, 2019 FIGURE 2. The standard process of BLE neighbor discovery. ω SW that the scanner spends on listening in each channel is called ScanWindow. Once the scanner receives the advertising package from the advertiser, it will send the connection request to the advertiser. It is obvious that the performance of the NDP depends on the advertisement interval and the scan interval. Meanwhile, it is not easy to determine how to adjust the parameter setting to achieve a balance. Table 1 presents the list of the significant timing parameters and their value ranges that are standardized for the advertising and scanning events. Table 1 shows that such a full range of parameter settings can support a variety of IoT applications. How to configure the appropriate initial parameter for achieve practical needs with low latency and avoid unnecessary energy usage motivates our study on modeling the BLE NDP.
B. MODELING NEIGHBOR DISCOVERY PROCESS
In this section, we derive the expected discovery latency and average energy consumption from the perspective of a BLE NDP model based on the CRT. First, we present a study of asynchronous BLE NDP model based on the CRT. Then we derive the expected performance related to the parameters based on the NDP model.
In the literature [23] , the CRT was introduced to the asynchronous neighbor discovery protocol. The CRT states that for any two coprime numbers n i and n j , there exists an integer X satisfying the following pair of simultaneous congruences [23] : We can express X as follows:
Here, X denotes the time that it takes the advertiser to make a connection with the scanner. Based on equation 2, when X = x 0 , x 0 is the minimum successful discovery time, and the discovery time is periodic with a length of n i n j . The BLE neighbor discovery happens when the advertiser and the scanner wake up precisely at the same time and in the same channel [24] . Modeling the BLE NDP is a challenge since it is a typical asynchronous neighbor discovery problem and since there is advertising between the three channels. Therefore, if we directly map the CRT to the BLE NDP, there is a possibility that the CRT solution X is not the discovery time because the two nodes beacon in different channels. To solve this problem, we proposed a model of the BLE NDP [25] , as shown in Fig.3 .
In Fig.3 , t 0 denotes the entrance time of advertisers in Channel 37, and t 1 denotes the beginning time of scanners in Channel 37. In the model, these two times are mapped with the phase offset of solution X based on the CRT. Then to address the entrance time of the nodes in each distribution channel, it is clearly observed that the entrance times for CH38 are t 0 + τ and t 1 + T SIN , and those for CH39 are t 0 + 2τ and t 1 + 2T SIN .
In the CRT, the other two key parameters are n i and n j , which are mapped to the duty cycle of each channel. According to the model, the advertiser has the same period T ADV and the same duty time τ in all channels. Therefore the duty cycle of the advertiser is τ T ADV in each of the three channels. Similarly, the scanner has the same period T SCAN and the same duty time ω SW in all three channels. Therefore, the duty cycle is ω SW 3T SIN (T SCAN = 3T SIN ) for the scanner. Table 2 lists the parameters that are used in the model.
Then according to the CRT, we have solutions in three channels that are described by our model as follows: Then, we define the minimum X as the beacon time for the advertiser and the scanner. Therefore, the beacon time is expressed as
Let θ(t 0 , t 1 ) denote the interval from the entrance time of the advertiser to x 0 . Let φ(t 0 , t 1 ) denote the interval from the entrance time of the scanner to x 0 . Therefore, we have
Next, let L exp denotes the expected average discovery latency, which is defined as the interval from the time when the advertiser starts to advertise to the time when the advertiser establishes a connection with a scanner. Then we assume the advertiser and scanner initially start at any slot within [0, T ADV ] and [0, 3T SIN ] respectively, independently with the same probability. Thus, the L exp can be expressed as
If an advertiser broadcasts with no response in an advertising event, the energy consumption within a period is denoted by E ADV −P . In addition, when a beacon happens on one specific channel X, the energy consumption within the period is denoted by E ADV −X . Then the neighbor discovery energy consumption is E X ADV , which is defined as the energy that is consumed from the initiation time of the advertiser to the time when the scanner receives the advertising information, it can be calculated as
) * E ADV −P + E ADV −X X = 37, 38, 39 (7) Therefore, same as the discovery latency, the expected average energy consumption E exp for advertisers can be calculated using equation.
C. PROPOSED PARAMETER CONFIGURATION SCHEME
In this section, we describe the parameter configuration scheme for the BLE NDP that obtains optimal the advInterval to maintain the required performance between the latency and average energy consumption. Algorithm 1 is designed to find the optimal advInterval T ADV ,OPT with a given performance range. Between the two significant performance metrics, the latency and the average energy consumption, one of them could be set as the primary performance metric according to the requirement of the application. Therefore, the algorithm VOLUME 7, 2019
consists of two parts: the latency-primary procedure and the energy-primary procedure. The latency-primary procedure is designed for the IoT applications that require fast device discovery, such as tracking behavior, automobile systems, and virtual sport. Meanwhile, the energy-primary procedure reflects that the power saving is the main consideration when we set up an application. Generally, most of the metering and detection applications are energy sensitive, which have requirements on the power costs.
The latency-primary procedure obtains the advInterval solutions by using equation 6 with a given required latency range (L exp,min ≤ L exp ≤ L exp,max ), ScanInterval, ScanWindow, t 0 , and t 1 . Then, the latency-primary procedure chooses the multiple values of 0.625 msec as an optimal advInterval set T * ADV ,OPT . With the advInterval set, the average energy consumption set can be calculated by using equation 8. It chooses the minimum value as the optimal energy consumption, and gets the optimal advInterval T ADV ,OPT . There is a possibility that there are two or more advInterval values that are mapped to the same energy consumption. If so, the procedure chooses the optimal advInterval by comparing the corresponding latency.
In the energy-primary procedure, it gets the advInterval solutions by using equation 8 with a given required latency range (E exp,min ≤ E exp ≤ E exp,max ), ScanInterval, ScanWindow, t 0 , and t 1 . Then, the energy-primary procedure chooses the multiple values of 0.625 msec as the optimal advInterval set T * ADV ,OPT . With the advInterval set, the latency set can be calculated by using equation 6. It chooses the minimum value as the optimal latency, and it obtains the optimal advInterval T ADV ,OPT .
Algorithm 1 Optimal AdvInterval
1: procedure Latency-Primary 2: 
IV. EXPERIMENTAL RESULT
In this section, we validate the proposed neighbor discovery parameter configuration method based on the model. by calculating the average discovery latency and the energy consumption during the NDP. With a fixed ScanWindow and ScanInterval, we repeated the neighbor discovery process to calculate the average discovery latency and energy consumption during the NDP. Fig.4 shows the average discovery latency with AdvInterval ranging from 0.02s to 10.24s for T SIN = 10.24 and ω SW = 1.28.
In Fig.4 , it is observed that contrary to the intuition, more frequent advertising leads to lower latency. The latency has a linear increasing trend with periodic high peaks and low peaks. The experimental result shows there is significant latency variation in a small advertisement interval range. When we configure the parameters in the BLE network, these high peaks could be effectively avoided using the proposed parameter configuration scheme. Fig.5 shows that the average energy consumption varies periodically with respect to the advertisement interval. In each period, the energy consumption has its local minimum and maximum values, and the increase advertisement interval does not affect the average energy consumption between periods. With the results of Fig.5 , the proposed method can be utilized for designing applications that are sensitive to the discovery latency. As with the exception of energy consumption, several advertisement interval values could be applied. In this case, it is effective to use the advInterval algorithm for configuring the advertisement interval that results in the lowest latency.
V. USE CASE
In this section, we provide two use cases to validate the parameter configuration scheme for IoT applications. One typical application is localization, which requires quick discovery; the other is wild measurement, which requires low power cost.
Localization is one of the most important application of BLE non-connected communication, and it is useful for several IoT applications, especially the indoor localization. Easy accessiblility for users is the decided advantage of BLE non-connected communication for indoor localization. Currently, a popular solution is using the RSSI information of the BLE nodes to achieve high accuracy and to suffer crowded situation. Faragher and Harle discussed the accuracy that can be achieved with given deployment configurations and operation parameters in [26] . In this case, the discovery latency is the primary performance metric over energy consumption. Since most mobile BLE nodes in this case could be smart phones or pads, and the indoor static anchor nodes are easy to charge, the discovery latency should be the main consideration during the parameter configuration. For a given expected latency, an optimal AdvInterval could be configured to improve the accuracy by using the latencyprimary procedure. In addition to localization, wild measurement is also a typical application for IoT. In this application, BLE nonconnected communication may be used to broadcast data to an object or an area, and connected communication may be introduced to transfer data between two specific nodes. Both modes in this case are energy sensitive BLE nodes. For most of the time, the nodes could be in sleep mode to lower their power cost. When the nodes are triggered or scheduled to wake up, the NDP also requires low energy consumption. Meanwhile, since the position of the node is usually static, fast discovery latency is not necessary. Therefore, the energyprimary procedure could guide the parameter optimization in this case.
In order to validate the algorithm that is proposed in this paper, according to the requirements of the two use cases, we tested the algorithm and compared it with the simulated performance. Table 3 and Table 4 show the key parameter configuration and the performance results for the latencyprimary case and the energy-primary case, respectively. In Table 3 , the optimal AdvInterval was obtained with the Scan Interval, ScanWindow, advertising period and expected latency as the initial parameters by using the latency-primary procedure. Then, the discovery latency L sim was obtained with the parameter configurations that were contained in the Table from the simulations. For the energy-primary case, the optimal AdvInterval was obtained using the latencyprimary procedure with the input parameters in Table 4 . Then, the energy consumption E sim was obtained from simulations. Table 4 shows the expected energy cost and the simulation results.
As can be seen, the results from the simulation with the optimal AdvInterval are very close to the expected performance. With the given requirements of IoT applications, it is easy to use the parameter configuration scheme that is proposed in this paper to achieve the expected performance.
VI. DISCUSSION
As shown in Table 3 and Table 4 , the accuracy of the proposed algorithm could achieve a maximum error of 2% of the simulated latency compared to the expected latency, and a maximum error of 2.56% of the simulated energy consumption compared to the expected power cost. The parameter value applied in the use cases covers diverse situation, including the scenario when T ADV > ω SW . According to the common experience, longer advertising interval generally leads to a larger power cost, and longer ScanWindow increases the possibility of discovery. However, the simulation results show that the larger advertising interval also can achieve the lowest average energy consumption. Accordingly, in addition to the parameter AdvInterval, the ScanWindow and ScanInterval can also be adjusted using a similar algorithm. Therefore, instead of using the experience parameter setting, parameter configuration algorithm promises a required performance for BLE-enabled IoT applications, and provides more options for the design.
VII. CONCLUSION
We have proposed a model based on the CRT to characterize the NDP performance in BLE networks. In this model, the average expected discovery latency and average expected energy consumption during the NDP are expressed. Moreover we suggest a parameter configuration scheme, that consists of two procedures, the latency-primary and the energy-primary procedure. Accordingly, for a given requirement of IoT applications, parameter configuration guidelines could be derived using the proposed parameter configuration scheme in this paper. We evaluated the performance of the NDP on the discovery latency and energy consumption. The experimental results show that the performance of the NDP is contrary to the intuition and has lots of peaks that should be carefully avoided during parameter configuration.
While the configuration mechanism that was proposed in this paper only considered the impacts of the advertising interval on the discovery latency and energy consumption of the BLE NDP, there are still other parameters that should be explored. Furthermore, the model that is used in this paper has some constraints, since the duty cycles of the advertiser and the scanner should be prime to ensure that they will discover each other. Future developments will be focused on exploring the parameter valuations with fewer assumptions, as well as the bounded latency and energy consumption of the BLE NDP. 
